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1. Introduction: Privacy and Context-Aware Applications
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The TIME Framework

A Transport Information Monitoring Environment

m Collect transport information
m Decouple applications and sensors

m Encourage more effective use of transport infrastructure
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The Problem

m Many useful transport applications are context-aware
m Context-aware applications build models of the world
m These models contain information about people

m People worry about. ..

m Where this information is stored
m Who gets to see it
m How it is used
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Appealing Applications

m Has Alastair arrived at the pub yet?
m s one of these Davids on the approaching bus?

m What road is Ken driving on?
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Principle

Limit data understanding, as opposed to using access control,
and associate information with pseudonyms.
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Anonymysing Personal Information

Static pseudonym
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Anonymysing Personal Information

Dynamic pseudonym
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2. Pseudonym Mechanism
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Bind ID, key, and context into a pseudonym
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Selecting Appropriate Context

The context for a particular pseudonym encompasses the
knowledge about the environment that will be used by others to
link the pseudonym with its corresponding user.
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Context Ingredients

m Place identifiers
m Bus route numbers
m Pub names
m Street names
m Knowledge dependent on being in a particular location

m A number displayed on the wall that changes once per
minute
m Pint price

m The date
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Pseudonym Structure

P = Hy, (1D, C,)
where
m ID; is the identity of individual i

m Individual / has a set of keys, {K;,K;», ... }, where key
K;; is known only to individuals i and j.

m C={C,,C,,...}isasetof contexts
m Hg(-) is a message authentication code
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Pseudonym Properties

1. Given access to P, an attacker without the correct key
cannot infer the ID or the context of the corresponding
person.
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Pseudonym Properties

2. Given access to P and the correct key, a user may be able
to infer the context.
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Pseudonym Properties

3. Given P and P, individual j can link the movement of

user i from context C, to C,,.
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Pseudonym Properties

4. Given access to P = P,(Z-), P = Pfy), but not K; ;, an
attacker cannot determine that P and P’ represent the same

person.
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Pseudonym Properties

5. Unrestricted distribution of the pseudonym does not

m . ) dentity. )
compromise real-world identity. BRI O e



Pseudonym Database
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m Identifiable comms

m Data-mining of comms

m Physical observation by pseudonym database operator or
comms provider
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Caveats

m Insufficient context variety

m Too long-lived
m Changing with observable events

m Key distribution
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Further Material

m Group pseudonyms
m Pseudonym pseudo-revocation through qualifiers

m Signed pseudonyms
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3. In Use
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Friend Finder

You want to travel with Alice. Should you get on the next bus?

m Bus has number plate C;

m If Alice is on the bus, she publishes pseudonym PX?B
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4. Conclusions and The Future
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Conclusions

m Building block for privacy-preserving context-aware
transport applications

m Doesn’t require access control

m Modest resource demands on end-user devices
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The Future

Build it!
Support for non-exact context matches
Guidelines for context selection

Services for acquiring context

M e

Efficient oblivious database operation
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